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@ Verification condition generation for heap-based programs.
© Satisfiability solver for inductive predicates.
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Verifying Heap-Based Programs

Generating verification conditions for heap-based programs.

1 struct node {int val;node next};
2node sll(int 1) {

3 1if (i==0) return NULL;

4  return new node(i,sll(i-1));
5}

6 int test (node x) {

7 if (x==NULL) return 1; resﬂ 4 H‘ 3 ’_.H 2 H 1 H

8 else {

9 if (x—>val <= 0) return 0;

10 else return test (x—>next);

i1}

12}

*3i“tfm5(tiné§nt P Verification Condition:

14 i n<0) return 0;

15 node x = s11(n); Is ERROR() called?
16 int r = test(x);//positive list?

17 1f (r == 0) ERROR();

18 return 1;
19 }
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Verifying Heap-Based Programs

Generating verification conditions for heap-based programs.

Related works:

@ Constrained Horn Clauses based Verification: Bjarner et. al.
SMT12, Gurfinkel et. al. CAV15 (SeaHorn)

@ Large-block encoding: Beyer et. al. FMCADQ9 (CPAChecker)
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Verifying Heap-Based Programs

From Verification Problem to Decision Problem.

1 struct node {int val;node next};
2node sll(int 1i){

3 if (i==0) return NULL;

4 return new node(i,sll(i-1));

51}

6 int test (node x) { 0

7 1f (x==NULL) return 1;

8 else {

9 if (x—>val <= 0) return 0;

10 else return test (x—>next);

11 }

12}

13 int main({int n) { Ag = sll(n,x)«test(x,r1)An>0Ar1=0

14 1f (n<0) return 0;
15 node x = sll(n);

6 int r - test(x)://ositive 1isc  VCS are in separation logic with Inductive

17 if (r == 0) ERROR(); Predicates and arithmetic.
18 return 1;
19}

We need a satisfiability solver
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Satisfiability Procedure for Inductive Predicates

A fragment of Separation Logic

Formula ¢ =A|P VP, A =3V (kA7)
Spatial formula x :=-emp | x—c(fi:v;) | P(V)] | K1%k2
Pureformula 7© :=mAm|b|a]¢

@ b: Boolean formula
@ «: Pointer (Dis)Equalities
@ ¢: Presburger arithmetic
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Satisfiability Procedure for Inductive Predicates

new solver for Separation Logic (SL) with Inductive Predicates

@ base fragment with empty heap (emp), points-to (—), spatial
conjunction (x) and Presburger Arithmetic

SAT Ai=empAx=nullAn=0
UNSAT  Ap=x—node(n,y)xy—node(n—1,null)Ax=y

This base fragment is decidable (Cristiano et. al. 2001)
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Satisfiability Procedure for Inductive Predicates

new solver for Separation Logic with Inductive Predicates
@ augmented with inductive predicates

pred sll(i,root) = empAroot=nullAi=0
V 3 r- root—node(i,r)  sll(i—1,r)Ai>0

sll(n,x) = (x=nullAn=0) V (z—node(n,null)An=1)V ...

SAT Az=sll(n,x)An=1 Unfolding
Az=(x=nullAn=0An=1) V (x—node(n,null)An>0An=1)
A4=sll(n,t)An<0 Unfolding
A4=(t=nullAn=0An<0) V ... V ...
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Satisfiability Procedure for Inductive Predicates

new solver for Separation Logic with Inductive Predicates
@ augmented with inductive predicates

pred sll(i,root) = empAroot=nullAi=0
V 3 r- root—node(i,r) * sll(i—1,r)Ai>0

sll(n,x) = (x=nullAn=0) V (z—node(n,null)An=1)V ...
UNSAT A4=slli(n,t)An<0

Approaches to solving A4
@ Over-approximated Invariant Inference: i>0
@ Induction reasoning.
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Contributions (CAV2016)

Contribution 1: S2SAT - a generic semi-decision procedure for a logic
@ sound and complete base logic
© augmented with inductive predicates

Given an input Ag, S2SAT
@ constructs unfolding trees for Ag st. Ag = Aoq V Ao V...
@ infers over-approximated invariants for inductive predicates.
@ detects Cyclic Proofs for induction proving.
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Contributions (CAV2016)

Build unfolding trees through iterations of four steps:
@ Under-approximation: Detecting base leaves.
© Over-approximation: Closing unsat leaves.
© Back-Link Detection: Closing circular paths.

©Q Unfolding.
AO x L
RN e " S _
ANE Aqp A Aqp
/N RN SN
Aot Az A1 A2 As A%
SAT UNSAT
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Contributions (CAV2016)

Contribution 2: S2SATg;, - an instantiation of S2SAT.

S2SATgr is a semi-decision procedure for Separation Logic with
General Inductive Predicates and Presburger Arithmetic.
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S2SATg.: a solver for SL with Inductive Predicates

S2SATg; IS an instantiation of S2SAT.

1 struct node {int val;node next}; .
2node s1l(int 1){ pred sll(i,res) =

3 if (i==0) returnlNULL; . emp/\res:null/\i:O
4 return new node(i,sll(i-1));

51 v 3r- res—node(i,r)«sll(i—1,r)Ai#0
6 int test (node x) { W i>0;

7 1f (x==NULL) return 1; -

8 else {

9 if (x->val <= 0) return 0; pred test(x,res) =

10 else return test (x—>next);

wo empAX=nullAres=1

12} V x#nullAx.val<OAres=0
13 int main(int n) { .
P \/litest(x.next,res)/\X#null/\X.Va/>0,
15 node x = sll(n); inv: 0<res<H{;

16 int r = test(x);//positive list?

17 1if (r == 0) ERROR();

18 return 1; Ay = S”(n,X)*teSt(X,ﬁ )/\nZO/\H =0
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S2SATg.: a solver for SL with Inductive Predicates

pred Sll(i,res) = empAres=nullAi=0
Vv 3r- resrnode(i,r)xsll(i—1,r)Ai#0 inv: i>0;

pred test(x,res) = empAX=nullAres=1
Vx#nullAx.val<OAres=0
Viest(x.next,res)Ax#nullAx.val>0 inv: 0<res<1;

Ao = sll(n,x)«test(x,r1)An>0Ar1=0

@ Under-approximation. None

© Over-Approximation. Ao
mo=n>0A0<r{<1An>0Ar;=0. Not
UNSAT

© Cyclic Detection. None

Figure: Unfolding Tree 7Tp.
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S2SATg.: a solver for SL with Inductive Predicates

pred Sll(i,res) = empAres=nullAi=0

v 3r- resr>node(i,r)xsll(i—1,r)Ai#0 inv: i>0;
pred test(x,res) = ... inv: 0<res<t;
Ag=sll(n,x)xtest(x,r;)An>0Ary=0
Aq1=test(x,r1)An>0Ar;=0Ax=nullAn=0
Aqjx=x—node(n,x1)*sll(n—1,x1)xtest(x,r; )An>0Ary=0An=+0

@ Under-approximation. None
© Over-Approximation.

AV
m11=0<r<1ANn>0Ari=0AXx=nullAn=0. e AN
Not UNSAT Ay ANP)
mo=X#nullAn—1>0A0<r; <1AN>0A _
ri=0An=0. Not UNSAT Figure: Unfolding Tree 75.

© Cyclic Detection. None
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S2SATg.: a solver for SL with Inductive Predicates

pred test(x,res) = empAX=nullAres=1
V X#nullAx.val<0Ax=0
V test(x.next,res)Ax#nullAx.val>0 inv: 0<res<I1;

Aop=sll(n,x)xtest(x,ry)An>0Ar1=0
Aq1=test(x,r1)An>0Ar1=0Ax=nullAn=0
Aqo=x—node(n,x1)xsll(n—1,x1)«xtest(x,r; ) An>0Ary=0An+0

Context-sensitive Unfolding using branch

invariant: _ Ao N
@ invp,=x=nullAry=1. Contradict Ay Ay
with r1:Oin Aqq. N
Q invp,=x#nullAr=0
©Q invp,=x#nullN0<r <1 Figure: Unfolding Tree 75.
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S2SATg.: a solver for SL with Inductive Predicates

pred sll(i,res) = ... inv: i>0;
pred test(x,res) = ... inv: 0<res<T,

Ap=sll(n,x)xtest(x,r;)An>0Ar1=0
Agp=x—node(n,xy)xll(n—1,x1)A x#nullAn<O0Ar=0 An>0Ary=0
Agz=x—node(n,x1)xsll(n—1,x1)«test(xy,r1)Ax#nullAn>0Ar1=0

. . *
@ Under-approximation. None P Ao “
© Over-Approximation. Az, is UNSAT. Ay A1o
Ta3=X#nullAn—1>0A0<ry<1A L
x#nullAn>0Ar;=0. Not UNSAT Ll Be AR

© Cyclic Detection. Ass is linked back to Ap. Figure: Unfolding Tree 7.
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S2SATg.: a solver for SL with Inductive Predicates

Cyclic Detection

Ag=sll(n,x)xtest(x,r1)A\n>0Ar1=0
Agz=x—node(n,x1)xsll(ny,x1)xtest(xy,r1)Ax#nullAn>0Ar1=0
Any=n—1
Steps
Q weakening: Ag,=sll(ny,xq)xtest(xy,r1)An>0Ar;=0Any=n—1

@ substitution: p=[x/x1,n/ny, n2/1]
A§3£S//(n,x)*test(x,r1 YAN>>0Ar=0An=r,—1

© matching inductive predicates:

ASEI’)ZO/\H =0
AZ;=n>>0Ar=0An=ny—1

© implication check: A, — AZ

Loc Le (SUTD) 52 g Sep. 01, 2016



S2SATg.: a solver for SL with Inductive Predicates

Universal SLPA; 4 fragment s.t. S2SATg;, always terminates —
decision procedure

pred P(t) = &
Vo 3W-Xq1—C1 (V1) *...xXp—Cn(Vin) %P (Wy )*...xP (Wn) AT

Two Restrictions:
@ Vnel..N w,CwuU{null} and w, do not appear in the equalities of
T,
@ if t; is a numerical parameter and there exists a well-ordering
relation A such that R(f;,wy,,..,wn,) (1<m<N) is a subformula of
7, the following conditions hold.
e tj is constrained separately, and
o Vnel..N, m = ti>wp orm = Li<wp,.
o if te FV(dp) then &9 —> ti=Kk, for some integer k
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S2SATg.: a solver for SL with Inductive Predicates

More in our CAV2016 paper
@ Universal sLpPA;,4 fragment

© Over-approximated Invariant Inference
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Implementation and Evaluation

Implemented solver S2sSATs:, and verifier s2.4 based on HIP/SLEEK
(Chin et. al SCP12).

@ 102 recursive/loop programs taken from SV-COMP2016
@ points: +2 for s/, +1 for e/, 0 unk, -16 for sX, and -32 for eX

Tool #sy/ | #e\/ | #unk | #sX | #eX | points | mins
ESBMC 38 40 21 0 3 20 53
UAutomizer 17 23 62 0 0 57 23
SeaHorn 48 45 5 4 0 77 26
CBMC 33 39 29 1 0 89 90
Smack-Corral | 33 37 28 0 0 103 105
S2+tq 41 45 16 0 0 127 25

S2¢q4 performed well over recursive/loop programs.
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Implementation and Evaluation

More experimental results in our CAV2016 paper:

@ S2SATgy, vs. SLSAT (Brotherston et. al. LiSC2014). S2SATgy is
more effective and efficient than SLSAT.

@ S2SATgy, on a set of satisfiability problems over complex data
structures. S2SATgy is expressive.
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Conclusion

@ s25AT, a generic satisfiability procedure for a logic

e sound and complete base logic
e augmented with inductive predicates

© s2sATs;, a semi-decision procedure for Separation Logic with
general Inductive Predicates and Presburger Arithmetic.

© Experimental Evaluation for s2SATs; and S2.g.
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@ generating conditions to verify memory safety for heap programs,
array programs

© relaxing Restrictions for a more expressive decidable fragment in
Separation Logic

© applying s2SAT, a generic satisfiability procedure, for other logics
(i.e., string logic)
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SAT Procedure for Inductive Predicates

Building a new SAT solver for Presburger with Inductive Predicates
@ Presburger arithmetic is decidable [1].
© augmented with inductive predicates

pred add(n,m,res) = res=m A n=0
Vv 3ry- add(n—1,m,ry) A n>0 A res=r1+1
inv: n>0;

[1] H. B. Enderton, A Mathematical Introduction to Logic, Second
Edition, Academic Press, 2000.
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