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secret = or
shares = or

reconstruction function = OR
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perfect reconstruction impossible, but

There exists a visual scheme with

k= /\<\/ﬂ) and 70%
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Reconstruction functions

~out-of-: XOR

Shamir: F, - linear functions

visual crypto: OR



Which fcan be reconstruction functions?

Assume secret and shares are binary

[,1 ~ {0, 1} distributions of shares

) =[ -9

Secrecy Reconstruction

> ) () pl) = 0 > () A) = 2

for all p of degree < £




Which 7 reconstruct secrets?

> ) () pl) = 0 > (3) fx) = 2

for all p of degree =< £

Definition:

fhas approximate degree = £ if there
exists p: R” — R of degree < £ such that

) —p(x)| <2 forall xin {0, 1}~



Sharing with secrecy £, contrast 2,

reconstruction function /

if and only if

degy /= £

assuming secret and shares are binary



secrecy contrast reconstruction

/\(\/ n)  99% OR [Nisan-Szegedy]
A(#Y3) 100%  _AND-OR [Minsky-Papert]
A(n) 99% MAJORITY [Paturi]

A3 99% ED [Aaronson-Shi]

Ay 9% Ao (?)



what about...
shares?
reconstruction by ?
(statistical) secrecy?

complexity of ?



Longer shares

Cannot prove they help, but can show

secrecy contrast reconstruction

NO 99% AC?, long shares

7n— 1 100% ACO @



Reconstruction by coalitions

Forall 0 = s<r»=1 and large

» secrecy against any s~ parties

* ACP reconstruction by any » parties

Conclusion: Linear algebra not really
hecessary for reconstruction



Secrecy amplification
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Secrecy follows from dispersion



Statistical secrecy for visual crypto

Recall perfect secrecy I £ = 0(\/ﬂ)

There exist (&, 2*/%)-secret visual

schemes for all » and £

Tight up to constant (when £ > \/n)



Statistical secrecy for visual crypto

f£-secret sharing impossible

if and only if

|OR —p| = .1 for some p of degree £




Tightness

(#, '")-secret sharing impossible

|OR - p| = .1 for some p of degree £
of at most 1 /™




Tightness

len(ax? + bx +..+ ¢ = |a| + |b] +..+ |¢]

Instantiating

p(x) = Chebyshev,, ((x; + ... + x)")

shows tightness.



Statistically secure visual crypto

Start with perfectly secure shares...
010110

...spread them out randomly...
0O 1 01 10

...and fill in many zeros.
00000100000000100001000000



A corollary in approximation theory

A A Markov: p: [-1,1] — [-1, 1}
degp<k = p(l) =<k

Chebyshev:  Optimal, but len(p) = 2%

Our proof = len(p) = 2°¢'M/4
(@assuming p(1) = 1)

~ Servedio, Tan, Thaler '12 using complex analysis



Complexity of sharing

ACO



THRESHOLD SECRET SHARING
REQUIRES A LINEAR-SIZE ALPHABET



Threshold secret sharing

Use Fq-polynomials [Shamir]

Assumes g — 7, even for one-bit secrets

1-out of-#, #-out of-#: binary alphabet OK

all other ~out of-~ require alphabet size
7n+ 3
2

max(z—¢t+ 2,7+ 1) =

[Kilian, Nisan]



Proof

roo 1itify the alphabet with the elements of the group Z,. Let
f:Z7 — R be the function f(z) = po(z) — p1(z). ta
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AVEeraging over tils




The set difference game

A } $<q_—11 - B

A, Bc{l, ..., n} of size = ¢

If ~out of-~ with share alphabet size g

scheme exists, then



Y=[-9 :2/>C
Alice: Pt[A] & Y= 4 |0a) |

Secrecy Reconstruction

Y@ =0if [a] <r TP BT

20b looks for contradictions



Zero-sum game analysis

We show if g < 7+ 1 then Bob wins

by reduction to the case r= »— 1

Our game analysis is optimal

a=...=a1=0 a4=1

ai= ka1t ...+ Eoai fOri> ¢

where £ = [x/] (x + 1) (g—x—1)



Generalizations

unequal shares
1

— T

1 -
g1 “'+q;+1 =1

(s, n-ramp schemes

>r-l-l
9= r— S



Open gquestions

3-out-of-5 requires alphabet size 5 @

General access structures @

Alice wins if ¢ > number of minterms



