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Functional encryption (FE)

Ordinary encryption is coarse-grained coarse-grained and all-or-nothing

Functional encryption (Sahai-Waters, Eurocrypt’05): involves a trusted
authority holding a master key pair (MSK ,MPK )

Master key MSK allows deriving SKF , for any functional F ;

SKF only reveals F (M) from C = EMPK (M)
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Functional encryption: brief history

Examples from pairing-based cryptography:

Identity-Based Encryption (Boneh-Franklin, Crypto’01), Searchable
Encryption (Boneh-Di Crescenzo-Ostrovsky-Persiano, Eurocrypt’04)

Attribute-Based Encryption (Sahai-Waters, Eurocrypt’05),
Predicate Encryption (Katz-Sahai-Waters, Eurocrypt’08)

Common feature:

Encrypted message M is a pair M = (ind ,m), where ind may be private

SKF reveals m if F (ind) = 1 and ⊥ if F (ind) = 0

More general functionalities:

Circuit evaluations for bounded collusions
(Gorbunov-Vaikuntanathan-Wee, Crypto’12; Goldwasser et al, STOC’13)

For arbitrary collusions using obfuscation (Garg et al., FOCS’13)
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FE for linear functions (Abdalla-Bourse-De Caro-Pointcheval, PKC’15):

Inner Product Functional Encryption (IPFE)

Messages are vectors ~y = (y1, . . . , y`) ∈ R` over some ring R

Private keys SK~x correspond to vectors ~x = (x1, . . . , x`) ∈ R`

. . . and compute the inner product 〈~x , ~y〉 =
∑`

i=1 xi · yi

Applications:

Computing weighted sums
∑`

i=1 wi · yi or Hamming distances d(~x , ~y)

Implies broadcast encryption/revocation (cf. Naor-Pinkas (FC’00))

Semi-generic transformation from selective to semi-adaptive security
(Agrawal, ePrint Report 2016/654)

This paper: Simpler construction of q-bounded FE for circuits:
Less efficient but simpler than Gorbunov-Vaikuntanathan-Wee (Crypto’12)

Follow-up: Improved q-bounded FE with O(q2)-size ciphertexts
(Agrawal-Rosen, ePrint Report 2016/361)

iO from constant-degree graded encodings (Lin-Vaikuntanathan, FOCS’16)
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Related work on linear functions

Earlier and related work:

Simple constructions from standard assumptions
(Abdalla-Bourse-De Caro-Pointcheval, PKC’15):

Based on DDH and LWE (no pairings, no lattice trapdoors)

But only provides selective security

Pairing-based constructions (in the secret-key setting):

Function-privacy (Bishop-Jain-Kowalczyk, Asiacrypt’15;

Datta-Dutta-Mukhopadhyay, PKC’16)

Multi-input FE (Abdalla-Raykova-Wee, ePrint Report 2015/425)

Our results:

Adaptive security under standard assumptions w/o pairings:

Efficient constructions based on DDH, LWE and Paillier
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Benôıt Libert (ENS Lyon) Mathematics of Information Theoretic Cryptography September 27, 2016 – Singapore 5 / 22



Selective vs full security

Selective security for a function family F

No PPT A has non-negligible advantage in guessing β ∈R {0, 1}:

Keygen(MSK, ·)

M0,M1

MPK,
c = Encrypt(MPK,Mβ)

.

.

.

F ∈ F : F (M0) = F (M1)

SKF

.

.

.

β′ ∈ {0, 1}

Advsel-cpa(λ) := |Pr[β′ = β]− 1/2|
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Selective vs full security

Constructions for adaptive security from selective security:

Generic constructions:

Complexity leveraging (Boneh-Boyen, Eurocrypt’04): exponential reduction

Trojan method (Ananth-Brakerski-Segev-Vaikuntanathan, Crypto’15):
requires a sufficiently expressive selectively-secure FE

Other methods:

Algebraic hash functions (Waters, Eurocrypt’05): works for IBE schemes

Dual system paradigm (Waters, Crypto’09): requires bilinear maps

Semi-generic (Abdalla-Fiore-Lyubashevsky, PKC’12):
applies to IBE satisfying certain conditions
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Hardness assumptions

The Decision Diffie-Hellman (DDH) problem

In a cyclic group G = 〈g〉: distinguish the distributions

D0 := {(g , g a, gb, g ab) | a, b R← Zq}, D1 := {(g , g a, gb, g c) | a, b, c R← Zq}.

The Decision Composite Residuosity (DCR) problem

Given N = pq, distinguish D0 := {z = zN0 mod N2 | z0
R← Z∗N} and D1 := U(Z∗N2 ).

The Learning-With-Errors (LWE) problem

Parameters: dimension n, number of samples m ≥ n, modulus q.

Given A R← Zm×n
q , s R← Zn

q , e a small error ≈ αq, distinguish

,A A
s

+ e
m

n

,A b
m

n
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Simple adaptive security under DDH

Setup(1λ, 1`): Let G of prime order q > 2λ with generators g , h R← G

MPK := { hi = g si · hti }`i=1, MSK := {~s = (s1, . . . , s`), ~t = (t1, . . . , t`)}

Keygen
(
MSK , ~x = (x1, . . . , x`)

)
: return SK~x =

(
〈~s, ~x〉, 〈~t, ~x〉

)
Encrypt

(
MPK , ~y = (y1, . . . , y`)

)
: pick r ∈R Zq and compute

C0 = g r , D0 = hr , { Ci = g yi · hri }`i=1

Decrypt(MPK ,SK~x ,C ): Compute

C~x =
∏̀
i=1

C xi
i = g 〈~y ,~x〉 ·

(
g 〈~s,~x〉 · h〈~t,~x〉

)r
and then g 〈~y ,~x〉 = C~x/(C

〈~s,~x〉
0 · D〈~t,~x〉0 )
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Benôıt Libert (ENS Lyon) Mathematics of Information Theoretic Cryptography September 27, 2016 – Singapore 10 / 22



Simple adaptive security under DDH

Setup(1λ, 1`): Let G of prime order q > 2λ with generators g , h R← G

MPK := { hi = g si · hti }`i=1, MSK := {~s = (s1, . . . , s`), ~t = (t1, . . . , t`)}

Keygen
(
MSK , ~x = (x1, . . . , x`)

)
: return SK~x =

(
〈~s, ~x〉, 〈~t, ~x〉

)
Encrypt

(
MPK , ~y = (y1, . . . , y`)

)
: pick r ∈R Zq and compute

C0 = g r , D0 = hr , { Ci = g yi · hri }`i=1

Decrypt(MPK ,SK~x ,C ): Compute

C~x =
∏̀
i=1

C xi
i = g 〈~y ,~x〉 ·

(
g 〈~s,~x〉 · h〈~t,~x〉

)r
and then g 〈~y ,~x〉 = C~x/(C

〈~s,~x〉
0 · D〈~t,~x〉0 )
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Proof of adaptive security under DDH

Theorem
The scheme provides full security under the DDH assumption.

Sketched Proof. (cf. Cramer-Shoup, Crypto’98)

Game 0: Real game; A gets an encryption of ~yβ where β ∈R {0, 1}

Game 1: Challenger encrypts ~yβ = (yβ,1, . . . , yβ,`) as

C0 = g r , D0 = hr , { Ci = g yβ,i · C si
0 · D

ti
0 }

`
i=1

We have Game 1 ≡ Game 0

Game 2: Challenger encrypts ~yβ = (yβ,1, . . . , yβ,`) as

C0 = g r , D0 = hr
′
, { Ci = g yβ,i · C si

0 · D
ti
0 }

`
i=1

with r , r ′ ∈R Zq. Under DDH,

Game 2
c
≈ Game 1
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Proof of adaptive security under DDH (cont.)

In Game 2, adversary gets an encryption of

~zβ := ~yβ + logg (h) · (r ′ − r) · ~t

Let an invertible X =

[
Xtop

~w>

]
∈ Z`×`q , where Xtop ∈ Z(`−1)×`

q is a basis

of
y⊥ :=

{
~x ∈ Z`q | 〈~x , ~y0 − ~y1〉 = 0 mod q

}
,

X · ~zβ is statistically independent of β ∈ {0, 1}

Xtop · ~zβ is independent of β since Xtop · (~y0 − ~y1) = 0 mod q

From A’s view, MSK := (~s, ~t ) is distributed as{(
~s0 − logg (h) · µ · (~y0 − ~y1), ~t0 + µ · (~y0 − ~y1)

)
| µ ∈R Zq

}
〈 ~w , ~t 〉 is distributed as 〈 ~w , ~t0〉+ µ · 〈 ~w , ~y0 − ~y1〉
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Constructions from Paillier: integer inner products

Setup(1λ, 1`): Set MSK := (s1, . . . , s`)
> ← DZ`,σ and

MPK :=
(
N = pq, g = g2N

0 mod N2, { hi = g si mod N2 }`i=1

)
Keygen

(
MSK , ~x = (x1, . . . , x`)

)
: given ~x ∈ Z` return SK~x =

∑`
i=1 si · xi ∈ Z

Encrypt
(
MPK , ~y = (y1, . . . , y`)

)
: pick r ∈R ZbN/4c and compute

C0 = g r mod N2, { Ci = (1 + N)yi · hri mod N2 }`i=1

Decrypt(MPK ,SK~x ,C ): Given (C0,C1, . . . ,C`), compute

〈~y , ~x〉 = log(N+1)

(∏̀
i=1

C xi
i · C

−SK~x
0 mod N2

)
∈ Z
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Adaptive security under DCR

Theorem
Under DCR, the scheme is fully secure for the integer inner product functionality.

Proof idea. Move to a game where the ciphertext encrypts

~zβ = ~yβ + az · ~s mod N ∈ Z`N with az ∈R ZN

Let a ZN -invertible X =

[
Xtop

(~y0 − ~y1)>

]
∈ Z`×` s.t. Xtop ∈ Z(`−1)×` is a basis of

L :=
{
~x ∈ Z` | 〈~x , ~y0 − ~y1〉 = 0 ∈ Z

}
Xtop · ~zβ is independent of β since Xtop · (~y0 − ~y1) = 0 over Z

From A’s view, ~s is distributed as ~s0 + DΛ,σ,−~s0
, with

Λ = (p′q′) · Z · (~y0 − ~y1) for some ~s0 ∈ Z`

〈 (~y0 − ~y1) , ~s 〉 is from a Gaussian over a shift of (p′q′) · ‖~y0 − ~y1‖2 · Z

⇒ Setting σ > λ1/2N5/2 makes 〈 (~y0 − ~y1) , ~s 〉 mod N statistically uniform
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Benôıt Libert (ENS Lyon) Mathematics of Information Theoretic Cryptography September 27, 2016 – Singapore 14 / 22



Adaptive security under DCR

Theorem
Under DCR, the scheme is fully secure for the integer inner product functionality.

Proof idea. Move to a game where the ciphertext encrypts

~zβ = ~yβ + az · ~s mod N ∈ Z`N with az ∈R ZN

Let a ZN -invertible X =

[
Xtop

(~y0 − ~y1)>

]
∈ Z`×` s.t. Xtop ∈ Z(`−1)×` is a basis of

L :=
{
~x ∈ Z` | 〈~x , ~y0 − ~y1〉 = 0 ∈ Z

}
Xtop · ~zβ is independent of β since Xtop · (~y0 − ~y1) = 0 over Z

From A’s view, ~s is distributed as ~s0 + DΛ,σ,−~s0
, with

Λ = (p′q′) · Z · (~y0 − ~y1) for some ~s0 ∈ Z`

〈 (~y0 − ~y1) , ~s 〉 is from a Gaussian over a shift of (p′q′) · ‖~y0 − ~y1‖2 · Z

⇒ Setting σ > λ1/2N5/2 makes 〈 (~y0 − ~y1) , ~s 〉 mod N statistically uniform
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A scheme for inner products over ZN

Difficulties:

In A’s view, MSK lives in a shifted lattice Λ where b̃l(Λ) ≤ (
√
`N)`−1

⇒ MSK is sampled from a Gaussian DZ`,σ with larger σ (by a factor ≈ `)

Keys are generated for vectors in Z`N , but computed over Z

Vectors may be dependent over Z`N but independent over Z`

Adversary can obtain keys for at most `− 1 ZN -independent vectors

. . . but can legally query more than ` keys for ZN -dependent ones

⇒ Use stateful authorities that keep track of all revealed keys

and detect ZN -dependent queries
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Inner products over Z from LWE

Builds on the dual Regev system (Gentry-Peikert-Vaikuntanathan, STOC’08)

Given a uniformly random A R← Zm×n
q , with m = Θ(n log q)

If SK := z ← DZm,σ is a discrete gaussian vector,

zT A = uTPK :=

M ∈ {0, 1} is encrypted by picking s ∈R Zn
q and noises e 0 ∈ Zm, e 1 ∈ Z

c0 = A
s

+ e0 c1 = uT

s
+ e1 + b q2 c ·M
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Inner products over Z from LWE

Setup(1n, 1`): Define a prime q ≥ 2, m = Θ(n log q) and pick A R← Zm×n
q

Sample a small-norm Z ∈ Z`×m and set U = Z · A ∈ Z`×nq

MPK :=
(

A ∈ Zm×n
q , U = Z · A ∈ Z`×nq

)
, MSK := Z ∈ Z`×m

Keygen
(
MSK , ~x = (x1, . . . , x`)

)
: return SK~x = ~xT · Z ∈ Zm

Encrypt
(
MPK , ~y = (y1, . . . , y`)

)
: pick s ∈R Zn

q and noise vectors

e 0 ∈ Zm, e 1 ∈ Z`. Compute

c 0 = A · s + e 0 ∈ Zm
q , c 1 = U · s + e 1 +

⌊ q
K

⌋
· ~y ∈ Z`q

Decrypt(MPK ,SK~x , ( c 0, c 1)): Compute

µ′ = 〈~x , c 1〉 = (~xT · U ) · s + ~xT · e 1 +
⌊ q
K

⌋
· 〈~y , ~x〉 ∈ Zq

and decrypt 〈~y , ~x〉 as in dual Regev
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Adaptive security from LWE

Theorem
Under the LWE assumption, the scheme is fully secure for integer inner products
when ‖~x‖∞, ‖~y‖∞ < (q/`)1/2, ` ≤ nO(1) and n ≥ Ω(λ · log(max(〈~x , ~y〉)).

Ideas of the proof:

Given A R← Zm×n
q and U = Z · A ∈ Z`×nq , Z ∈ Z`×m has high entropy

Embed an LWE instance ( A , A · s + e 0) in c 0 = A · s + e 0 and

build c 1 ∈ Z`q using Z ∈ Z`×m

Problem: We need Z · e 0 ∈ Z` to compute c 1

Need for a new variant of the extended LWE (eLWE) problem
(O’Neill-Peikert-Waters, Crypto’11)(

A , b
?
= A · s + e 0, z ∈ Zm, 〈 z , e 0〉 ∈ Z

)
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Adaptive security from LWE (cont.)

Definition

The Multi-hint extended LWE (mheLWE) problem is to distinguish(
A , A · s + e , Z ∈ Z`×m, Z · e ∈ Z`

)
,

and
(

A , b , Z ∈ Z`×m, Z · e ∈ Z`
)
,

where A R← Zm×n
q , s R← Zn

q, e ← Dm
Z,αq, Z ← τ , b R← Zm

q .

Lemma
For suitable parameters and distribution τ , mheLWE is no easier than LWE if
` ≤ (1− c) · n, where c ∈ (0, 1).

Lemma
Under the mheLWE assumption, the scheme provides full security for the
integer inner product functionality.

Extension supports inner products modp, by choosing q = pk = 2Õ(`)
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Application: simpler q-bounded FE for all circuits

Theorem (Gorbunov-Vaikuntanathan-Wee, Crypto’12)

q-bounded FE for all circuits can be obtained from any semantically secure
public-key cryptosystem

GVW proceeds in two steps:

1. Builds a q-query scheme for NC1 from (Sahai-Seyalioglou, CCS’10)

2. Bootstraps a q-bounded FE scheme for NC1 using randomized encodings:

Any poly-time computable function f has a randomized encoding of degree 3
(Applebaum-Ishai-Kushilevitz, CCC’05)

Step 1 incurs a complex construction with ciphertext size O(q4)

Replacing the q-bounded scheme for NC1 by a FE scheme for linear
functions, we get a simpler system with ciphertext size O(q6)

Improvement combines IPFE+FHE to get O(q2)-size ciphertexts
(Agrawal-Rosen, ePrint Report 2016/361)
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Benôıt Libert (ENS Lyon) Mathematics of Information Theoretic Cryptography September 27, 2016 – Singapore 20 / 22



Summary

IPFE suffices for many (both practical and theoretical) applications

It can be simple and practical with adaptive security from standard
assumptions:

DDH (for inner products in small intervals)

Paillier and LWE over Z

Paillier and LWE over ZN and Zp (with stateful authorities)

Open problems:

Inner products mod N or mod p with stateless authorities

LWE mod p with better parameters

Constructions for quadratic functions (more efficiently than by linearization)
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Thanks!

Questions?
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