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Secret sharing (Sha79, Bla79)

Settlng Players

@ A dealer and n players. 'k
@ The dealer knows a secret .01
S € SO Dealer XCZ
@ Sends a piece of info. (share) e / 3
¢; € S; to each player P;. g/ E
The sets Sy, Sy, ..., Sy are finite \.
public sets. X,

4 n
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Secret sharing (Sha79, Bla79)

Players

@ t-privacy: Any set of t shares — \\c S'7
no info about s.

‘.\C

Dealer/‘\x /
® _J
P
S \
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Secret sharing (Shamir79, Blakley79)

/PLKers @/
@ t-privacy: Any set of t shares —
no info about s.

\\C L
@ r-reconstruction: Any set of r Destr VN \2
shares — determines s. ® / \ N |
~~ ___—N[C
X Wi
N
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More formal definition

Definition

A secret sharing scheme is a vector of random variables
S =(S,S1,...,Sn) such that H(Sp) > 0, where S; takes
values in some finite alphabet S;.

H: Shannon entropy
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More formal definition

Definition

A secret sharing scheme is a vector of random variables
S =(S0,S1,...,Sn) such that H(Sp) > 0, where S; takes
values in some finite alphabet S;.

Definition

@ Privacy sets: 1 C {1,...,n} with H(Sp|S)) = H(Sp) (shares
of / give no info about secret).
@ t-privacy: any / with |/| = t is unqualified.

H: Shannon entropy, S;: Joint variable {S;};c,
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More formal definition

Definition

A secret sharing scheme is a vector of random variables
S =(S0,S1,...,Sn) such that H(Sp) > 0, where S; takes
values in some finite alphabet S;.

Definition

@ Reconstructing sets: 1 C {1, ..., n} with H(Sp|S)) =0
(shares of | determine secret).

@ r-reconstruction: any / with |/| = r is qualified.

H: Shannon entropy, S;: Joint variable {S;};c,
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Shamir’s secret sharing scheme (Shamir79)

IFq finite field of g elements.
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Shamir’s secret sharing scheme (Shamir79)

IFq finite field of g elements. Secret in F;. Each share in Iy
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Shamir’s secret sharing scheme (Shamir79)

IFq finite field of g elements. Secret in F;. Each share in Iy

Let1 <t < n,withn<q.Letxq,...,xpeFq\ {0} pairwise
distinct.
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Shamir’s secret sharing scheme (Shamir79)

IFq finite field of g elements. Secret in F;. Each share in Iy

Let1 <t < n,withn<q.Letxq,...,xpeFq\ {0} pairwise
distinct.
To deal a secret s € [Fg, the dealer:

@ Selects f eg {f € Fg[X]<t: f(0) = s}.

@ Sends ¢; = f(x;) to player P;.
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Shamir’s secret sharing scheme

@ t players have no information about the secret f(0).
@ t+ 1 players can fully determine f, and hence s.

Forany y1,y», ..., Y1 € Fq distinct the following is a bijection

Fq[X]St — ]FZH

fr (F(y1), f(y2), - F(Ve41))

A\
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Shamir’s secret sharing scheme

@ t players have no information about the secret f(0).
@ t+ 1 players can fully determine f, and hence s.

For any x; . x;, ..., x;., € Fq distinct the following is a bijection

Fq[X]St — ]Fg—H

fr (f(X/1 )7 f(X/2)7 S f(X/t+1 ))
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Shamir’s secret sharing scheme

@ t players have no information about the secret f(0).
@ t+ 1 players can fully determine f, and hence s.

For any x;, x;,... ., x;, € Fq distinct the following is a bijection

Fq[X]<t — JFQ,“

f— (f(0), f(x;,), ..., f(x;))
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Packed Shamir secret sharing scheme (Blakley,

Meadows 84)

k > 0. Secret in FX. Each share in F.
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Packed Shamir secret sharing scheme (Blakley,

Meadows 84)

k > 0. Secret in FX. Each share in F.

Lett,nwitht+k<nn+k<qg.Lety,....,¥k,X1,....,Xn € Fyq
pairwise distinct.
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Packed Shamir secret sharing scheme (Blakley,

Meadows 84)

k > 0. Secret in FX. Each share in F.
Lett,nwitht+k<nn+k<qg.Lety,....,¥k,X1,....,Xn € Fyq
pairwise distinct.
To deal a secret (sq,...,8«) € }F’C‘,, the dealer:

@ Selects f eg {f € Fg[X]<tik—1 : f(y)) =5, =1,...,k}.

@ Sends ¢; = f(x;) to player P;.

Properties

@ t players have no information about the secret.
@ t+ k players can fully determine f, and hence s.
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Linear codes

Secret sharing schemes can be constructed from linear codes.

Definition

A [m, {]-linear code C over IFq is a vector subspace C < F7 of
dimension /. Its length is m.
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Linear codes

Secret sharing schemes can be constructed from linear codes.
Definition

A [m, {]-linear code C over IFq is a vector subspace C < F7 of
dimension /. Its length is m.

Definition
The Hamming weight wy(x) of x € F{, is the number of
non-zero coordinates of x.

| A\

A\
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Linear codes

Secret sharing schemes can be constructed from linear codes.

Definition
A [m, {]-linear code C over IFq is a vector subspace C < F7 of
dimension /. Its length is m.

| A\

Definition
The Hamming weight wy(x) of x € F{, is the number of
non-zero coordinates of x.

| A\

Definition
The minimum distance d(C) of C is the minimum Hamming
weight among all non-zero words in C.

d(C) is also the minimum number of coordinates in which two
different words in C differ.
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Secret sharing schemes from linear codes (Massey93)

A [k + n,> k] Fg-linear code C yields a secret sharing scheme

s (C) with
@ nplayers
@ Space of secrets Sy = F¥.
@ Spaces of shares S; =Fq,i=1,...,n.
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Secret sharing schemes from linear codes (Massey93)

A [k + n,> k] Fg-linear code C yields a secret sharing scheme

s (C) with
@ nplayers
@ Space of secrets Sy = F¥.
@ Spaces of shares S; =Fq,i=1,...,n.

Definition (Sharing algorithm)

Wilog, assume C be in systematic form in first k coordinates.
To share s € F¥.

@ Selectword ¢ = (s, ¢y, ..., cn) € C uniformly at random.
@ Send cjtoplayeri,i=1,...,n.

Ignacio Cascudo Secret sharing schemes with algebraic properties and...



Shamir and BM schemes from linear codes

Shamir's scheme and Blakley-Meadows’s scheme are
constructed from Reed-Solomon codes.

Definition

Let Fq = {ov,...,aq} be afinite field, 1 </ < m < q. Define
the Reed-Solomon code

RSmy¢ = {(f(e1), F(az), - .., Fam)) : F € Fo[X]<c}-
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Shamir and BM schemes from linear codes

Shamir's scheme and Blakley-Meadows’s scheme are
constructed from Reed-Solomon codes.

Definition

Let Fq = {ov,...,aq} be afinite field, 1 </ < m < q. Define
the Reed-Solomon code

RSm¢ = {(f(a1), f(az), ..., Fam)) : F € Fq[X]<}-

@ Shamir's scheme is S(V(RS, .1 ;) (with ay = 0).

@ Blakley-Meadows’s scheme (with privacy t, n players and k
secrets) is S (RS, k.t—k11)-
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Relations between parameters of codes and SSS

Definition
For a [m, {]- linear code C let

Ct:={veFy:<c,v>=0VvceC}

be its dual (it is an [m, m — ¢]- linear code)
< -, > denotes inner product
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Relations between parameters of codes and SSS

Definition
For a [m, {]- linear code C let

Ct:={veFy:<c,v>=0VvceC}

be its dual (it is an [m, m — ¢]- linear code)
< -, > denotes inner product

Proposition

d(Cl) >t+k+1=t— privacy of S(k)(C)
d(C) > n—r+ k +1 = r — reconstruction of S(k)(C)

Implications in the other direction not necessarily true!
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Relations between parameters of codes and SSS

If we want an “if and only if”...

Definition
Let wo x(C) := min{wy(b) : (a,b) € C,a € Fk\ {0}}

Wox(C) = d(C) — k
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Relations between parameters of codes and SSS

If we want an “if and only if”...

Definition
Let wo x(C) := min{wy(b) : (a,b) € C,a € Fk\ {0}}

Wox(C) = d(C) — k

Then

Proposition

Wox(C) >t +1 < t — privacy of s (c)

WO,k(C) > n—r+ 1< r— reconstruction of S(k)(C)
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A threshold bound

Prove that if SK)(C) has t-privacy and r-reconstruction then

r—t>k

Hint: In addition to the observations above, use Singleton
bound (dim C + d(C) < length(C) + 1)

@ Hence if we have t-privacy, then we need at least t + k
players to reconstruct.

@ Blakley-Meadows/Shamir are optimal in this sense.
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Secret sharing with additional algebraic properties

@ Secret sharing is an interesting tool per se (secure
distributed storage).

@ But with additional algebraic properties make it useful for
other applications, mainly in the area of secure multiparty
computation.

@ Additional properties: linearity, multiplicativity.

Ignacio Cascudo Secret sharing schemes with algebraic properties and...



Let IF4 be a finite field of q elements.
A secret sharing scheme S is linear (LSSS) over Fy if:

@ All spaces S; are IF4-vector spaces.
@ And we have the property:
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Let Fq be a finite field of g elements.
A secret sharing scheme S is linear (LSSS) over Fy if:

@ All spaces S; are [Fg-vector spaces.
@ And we have the property:

Property (Linearity )

Ci,...,Cn shares for s Ci +AC),....Cn+ AC,
Cy,...,Cpshares for s’ » = are shares for s+ \s'
A e Fyq in the same scheme.
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Let IF4 be a finite field of q elements.
A secret sharing scheme S is linear (LSSS) over Fy if:

@ All spaces S; are IF4-vector spaces.
@ And we have the property:

Property (Linearity

Let Shg(s).:= random variable taken as values the sharings
(¢t,...,cp) Of sinS.
Then forany s,s' € Sy, any \ € Fq,

Shg(S) + AShg(s’) = Shg(s + \s)
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We already know linear schemes!

@ Every secret sharing scheme S(¥)(C) from a linear code C
is linear!

@ Hence Shamir’'s and Blakley and Meadows’s secret
sharing schemes are linear.
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Application: Private votation

Problem:
@ m parties (voters) want to vote a yes/no proposal.
@ Yes-vote are encoded as 1, no-votes as 0.
@ The output should be the sum (the number of yes-votes).
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Application: Private votation

Problem:
@ m parties (voters) want to vote a yes/no proposal.
@ Yes-vote are encoded as 1, no-votes as 0.
@ The output should be the sum (the number of yes-votes).

Resource:
@ Players are aided by n servers.

@ But no individual server (nor the other players) should have
information about a player’s vote.
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@ Choose a prime field Fg, such that m < q.

@ Take a LSSS S over F for n players and with 1-privacy,
n-reconstruction.

Ignacio Cascudo
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@ Every voter computes a sharing of her/his vote with S and
sends the i-th share of it to the i-th server.
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@ Every server sums the received shares (in Fg).
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@ Every server reveals its computed sum.

@ Anyone can learn the outcome of the votation by applying
the reconstruction function of S to the reveal values.

Ignacio Cascudo Secret sharing schemes with algebraic properties and...



IfS has t-privacy, votes are hidden even from collusion of t
servers!
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Secure multiparty computation

@ The previous is an example of secure computation
protocol.
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Secure multiparty computation

@ The previous is an example of secure computation
protocol.

@ Parties 1,2,..., n, some of them holding inputs
X1, X2, ..., X, want to compute a function f(xq, X2, ..., X¢)
without having x4, Xo, . . . , X; revealed.
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Secure multiparty computation

@ The previous is an example of secure computation
protocol.

@ Parties 1,2,..., n, some of them holding inputs
X1, X2, ..., X, want to compute a function f(xq, X2, ..., X¢)

without having x4, Xo, . . . , X; revealed.
@ An adversary corrupts t parties and obtains all the
information. Two types:

e Passive: Does not deviate from the protocol.
e Active: Deviates arbitrarily from the protocol.
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Secure multiparty computation

@ The previous is an example of secure computation
protocol.
@ Parties 1,2,..., n, some of them holding inputs
X1, X2, ..., X, want to compute a function f(xq, X2, ..., X¢)
without having x4, Xo, . . . , X; revealed.
@ An adversary corrupts t parties and obtains all the
information. Two types:
e Passive: Does not deviate from the protocol.
e Active: Deviates arbitrarily from the protocol.
@ The previous example shows secure MPC for passive
adversary and linear functions f.
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Multiplicative secret sharing

Can we also securely compute multiplications?.
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Multiplicative secret sharing

Can we also securely compute multiplications?.
Unfortunately, "In MPC, multiplication is always harder than
addition" (S. Dziembowski, this morning).
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Multiplicative secret sharing

Can we also securely compute multiplications?.
Unfortunately, "In MPC, multiplication is always harder than
addition" (S. Dziembowski, this morning).

Remark
Given:

w=(s,cy,...,ch) € C

w = (s',c},...,c) € C,

the product
wxW = (sxs’ ¢c,...,cnCh)

is not necessarily in C...

Hence ShS(k)(C)(s) * Shs(k)(c)(s’) # Shs(k)(c)(s * S’) in general.
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Squares of codes

Definition (Square of a linear code)
Let C C g be a linear code over FFq. Its square is

C*? :=TFq({cxc':¢c,c’ € C}),

where Fq(L) denotes the linear span over [ of a set L (the
smallest linear code over 4 containing L).

<

This is again a linear code over F; and defines a secret sharing
scheme S(¥)(C*?) that will "contain products of sharings in
sk(c)".
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Small warning

Still
Shg(k(c)(8) * Shew(c)(S') # Shgw(cr2)(S * )
But we do have

Shg((c)(8) * Shgeo(c)(8') + Shgc+2)(0) = Shgrg(cr2)(S * §')

v
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Product reconstruction

Definition

A LSSS S (C) has ?-product reconstruction if $()(C*?) has
F-reconstruction.
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Product reconstruction

Definition
A LSSS S (C) has ?-product reconstruction if $()(C*?) has
F-reconstruction.

| \

Remark

A LSSS S()(C) has t-product reconstruction iff:

Forevery set AC {1,...,n} of size t, there is a linear function
Ya: Fo — FK

such that

s 8" = ya((cici)ica)
for every secrets s, s’ € FX and resp. sharings
n / r? /
(¢i)iL1 € Shgw(c)(8), (€i)iLy € Shgwc)(s')-
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A basic limitation

If a set A is not reconstructing, and a set B is a privacy set,
then AU B is not product-reconstructing.
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A basic limitation

If a set A is not reconstructing, and a set B is a privacy set,
then AU B is not product-reconstructing.

@ Hence if S(V)(C) has t-privacy and ?-product
reconstruction, then S(9)(C) has at least
(f — t)-reconstruction.
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A basic limitation

If a set A is not reconstructing, and a set B is a privacy set,
then AU B is not product-reconstructing.

@ Hence if S(V)(C) has t-privacy and ?-product
reconstruction, then S(9)(C) has at least
(f — t)-reconstruction.

@ Since we cannot have t + k — 1-reconstruction, then:

IfS(K)(C) has t-privacy, then we cannot have
(2t + k — 1)-product reconstruction. We need at least 2t + k
players to reconstruct products.
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Multiplicativity of Shamir

Shamir’s scheme has 2t + 1-product reconstruction \
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Multiplicativity of Shamir

Shamir's scheme has 2t + 1-product reconstruction

(f(x1), ..., f(Xn)) shares for f(0) }
(9(x1), -..,9(xn)) shares for g(0)

(f(x1)9(x1), ..., f(xn)g(xn)) is not a sharing for f(0)g(0)

(since deg f,deg g < t only guarantees deg fg < 21)
but

2t + 1 evaluations of fg determine fg (and hence fg(0))

and the reconstruction function is linear.

Ignacio Cascudo Secret sharing schemes with algebraic properties and...



Multiplicativity of Shamir

Shamir's scheme has 2t + 1-product reconstruction \

Hence it is optimal (if kK = 1, and the scheme has t-privacy we
need 2t + 1 players for product reconstruction)
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Multiplicativity of Shamir and BM

In essence, we used:

Suppose m > 2¢. Then (RSy.)*2 = RSm -
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Multiplicativity of Shamir and BM

In essence, we used:

Suppose m > 2¢. Then (RSy.)*2 = RSm -

We can show more generally:

Blakley-Meadows’s scheme S")(RS,, . x 1+x_1) has
(2t + 2k — 1)-product reconstruction.

We said that if there is t-privacy,then we needed at least 2f + k
players for product reconstruction, so
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Multiplicativity of Shamir and BM

In essence, we used:

Suppose m > 2¢. Then (RSy.)*2 = RSm -

We can show more generally:

Blakley-Meadows’s scheme S")(RS,, . x 1+x_1) has
(2t + 2k — 1)-product reconstruction.

We said that if there is t-privacy,then we needed at least 2f + k
players for product reconstruction, so

Open Question (As far as | know)

Is Blakley-Meadows’s scheme optimal (do we always need at
least 2t + 2k — 1 players to reconstruct products)?
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How to apply this notion?

Suppose n users, want to compute f(xq, X2) = X1 - X2
(X1, X2 € Fq are the private inputs of two of the users)

If S := S(1)(C) has n-product reconstruction, we can do the
following:
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How to apply this notion?

Suppose n users, want to compute f(xq, X2) = X1 - X2
(X1, X2 € Fq are the private inputs of two of the users)

If S := S(1)(C) has n-product reconstruction, we can do the
following:

@ Player 1 and 2 compute a sharing of their input with S and
sends the i-th share of it to the i-th player.
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How to apply this notion?

Suppose n users, want to compute f(xq, X2) = X1 - X2
(X1, X2 € Fq are the private inputs of two of the users)

If S := S(1)(C) has n-product reconstruction, we can do the
following:

@ Player 1 and 2 compute a sharing of their input with S and
sends the i-th share of it to the i-th player.

@ Every player multiplies the received shares.
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How to apply this notion?

Suppose n users, want to compute f(xq, X2) = X1 - X2
(X1, X2 € Fq are the private inputs of two of the users)

If S := S(1)(C) has n-product reconstruction, we can do the
following:

@ Player 1 and 2 compute a sharing of their input with S and
sends the i-th share of it to the i-th player.

@ Every player multiplies the received shares.

© Every player reveals its computed product.
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How to apply this notion?

Suppose n users, want to compute f(xq, X2) = X1 - X2
(X1, X2 € Fq are the private inputs of two of the users)

If S := S(1)(C) has n-product reconstruction, we can do the
following:

@ Player 1 and 2 compute a sharing of their input with S and
sends the i-th share of it to the i-th player.

@ Every player multiplies the received shares.

© Every player reveals its computed product.

© Anyone can learn the outcome of the votation by applying
the reconstruction function of S to the revealed values.
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However...

Two problems

@ Since Shs(1)(c)(X1) * Shs(1)(c)(X2) #* ShS(1)(C*2)(X1 : Xg) the
last step may actually reveal information about the x;’s.
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However...

Two problems
@ Since Shs(1)(c)(X1) * Shs(1)(c)(X2) #* ShS(1)(C*2)(X1 : Xg) the
last step may actually reveal information about the x;’s.
@ More importantly: what if we need to compute more
multiplications, e.g.,f(xq, X2, X3) = X1 - X2 - X3 ?
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However...

Two problems

@ Since Shs(1)(c)(X1) * Shs(1)(c)(X2) #* ShS(1)(C*2)(X1 : Xg) the
last step may actually reveal information about the x;’s.

@ More importantly: what if we need to compute more
multiplications, e.g.,f(xq, X2, X3) = X1 - X2 - X3 ?

e Using the same approach, we need to require
n-reconstruction in S("(C*?).
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However...

Two problems

@ Since Shs(1)(c)(X1) * Shs(1)(c)(X2) #* ShS(1)(C*2)(X1 : Xg) the
last step may actually reveal information about the x;’s.
@ More importantly: what if we need to compute more
multiplications, e.g.,f(xq, X2, X3) = X1 - X2 - X3 ?
e Using the same approach, we need to require
n-reconstruction in S((C*3).
e However, if S()(C) has t-privacy, then S(")(C*3) can only
have n-reconstruction if n > 3t + 1.
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However...

Two problems

@ Since Shs(1)(c)(X1) * Shs(1)(c)(X2) #* ShS(1)(C*2)(X1 : Xg) the
last step may actually reveal information about the x;’s.

@ More importantly: what if we need to compute more
multiplications, e.g.,f(xq, X2, X3) = X1 - X2 - X3 ?

e Using the same approach, we need to require
n-reconstruction in S((C*3).

e However, if S()(C) has t-privacy, then S(")(C*3) can only
have n-reconstruction if n > 3t + 1.

e And it just gets worse as the multiplication depth grows.
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A “degree-reduction” trick

@ Players hold (¢;) € Shg()(¢)(S), (€i) € Shg)c)(S')-
@ Goal: construct a sharing for s - s’ distributed as in
Shg(1)(¢)(s - §') (instead of in Shgi) c-2)(S - §')).
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A “degree-reduction” trick

@ Players hold (¢;) € Shgi)(c)(S), (€) € Shgiy(c(S')-
@ Goal: construct a sharing for s - s’ distributed as in
Shgi)(cy(s - §') (instead of in Shgi) ¢z (s - §')).

IfS()(C) has t-privacy and n-product reconstruction, there is
an interactive MPC protocol that allows to do this, and is secure
against a passive adversary corrupting t players.
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A “degree-reduction” trick

@ Players hold (¢;) € Shg)(c)(S), (€) € Shgiy(c(S')-
@ Goal: construct a sharing for s - s’ distributed as in
Shs (¢ (s s') (instead of in Shg(1)(ce2)(S - sh).

IfS1)(C) has t-privacy and n-product reconstruction, there is
an interactive MPC protocol that allows to do this, and is secure
against a passive adversary corrupting t players.

ldea:
e If S((C) has n-product reconstruction, then
s- 8 =p((ci- ¢j),) for some linear ¢.
@ We know how to securely compute linear functions!:
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A “degree-reduction” trick

@ Players hold (¢;) € Shg)(¢)(S), (Ci) € Shg)c)(S')-
@ Goal: construct a sharing for s - s’ distributed as in
Shg(1)(¢)(s - §') (instead of in Shgi) c-2)(S - §')).

IfS1)(C) has t-privacy and n-product reconstruction, there is
an interactive MPC protocol that allows to do this, and is secure
against a passive adversary corrupting t players.

@ Player i shares ¢; - ¢/ in S()(C) (for i =1,...,n).
© Now they have sharings in

Shs(1)(c)(C1 Cq ), Shs(1)(c)(020é), e Shs(1)(c)(CnC,/7).
By linearity, they can compute a sharing in

Shg)(cy(w((Ci - ¢)Ly) = Shgy(c)(S - §').
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General result MPC, passive adversary

Since every function can be represented as an arithmetic circuit
(involving only linear operations and products):

Theorem (BGW88)

Every function can be computed information-theoretically
securely in the presence of a passive adversary who corrupts
at most t < n/2 players.

@ The version above comes from CDMOO.

@ This is optimal. The AND function (product of bits) cannot
be computed IT-securely if the adversary can corrupt any
t > n/2 players.
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Dealing with malicious adversaries

Things become more complicated if an adversary can deviate
from the protocol.
It can:

@ Deal inconsistent shares.
@ Secret share an element it is not supposed to.
@ Communicate wrong shares when reconstructing.
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Dealing with active adversaries

However:

Definition (CDMO00)

A t-strongly multiplicative LSSS is a LSSS with t-privacy and
(n — t)-product reconstruction.

Theorem (CDMO00)

From any t-strongly multiplicative LSSS (any LSSS with
t-privacy and n — t reconstruction) we can build a I'T-secure
MPC-protocol secure against an active adversary corrupting t
parties.
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Dealing with active adversaries

However:
Definition (CDMO00)

A t-strongly multiplicative LSSS is a LSSS with t-privacy and
(n — t)-product reconstruction.

Theorem (CDMO00)

From any t-strongly multiplicative LSSS (any LSSS with
t-privacy and n — t reconstruction) we can build a I'T-secure
MPC-protocol secure against an active adversary corrupting t
parties.

In particular:

Theorem (BGW88, CCD88)

We can build an unconditionally secure MPC-protocol secure
against an active adversary corrupting at mostt < n/3 parties.
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Dealing with malicious adversaries

A malicious adversary can:
@ Deal inconsistent shares.
@ Secret share an element it is not supposed to.
@ Communicate wrong shares when reconstructing.
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Reconstructing the correct secret in presence of errors

Suppose the dealer is honest and shares a secret with S()(C).

Theorem (CDG+05)

IfS)(C) is t-strongly multiplicative (t-privacy, n — t product
reconstruction), then:

There is an efficient algorithm that given the n shares, at most t
of them erroneous, can reconstruct the correct secret.
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Reconstructing the correct secret in presence of errors

Suppose the dealer is honest and shares a secret with S()(C).

Theorem (CDG+05)

IfS)(C) is t-strongly multiplicative (t-privacy, n — t product
reconstruction), then:

There is an efficient algorithm that given the n shares, at most t
of them erroneous, can reconstruct the correct secret.

More in general:

Theorem ( CX11)

If there is t-privacy in $*)(C*') and (n — t)-reconstruction in
S (C*tl) then there is t-error correction in S()(C*)

Based on ideas akin to Berlekamp-Welch correction for RS.
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Limitations on t-strong multiplication

IfSK)(C) is t-strongly multiplicative, then n > 3t + k. \

Blakley-Meadows achieves n > 3t + 2k — 1.
Shamir is optimal.
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Limitations on t-strong multiplication

ﬁ_

IfSK)(C) is t-strongly multiplicative, then n > 3t + k.

Blakley-Meadows achieves n > 3t + 2k — 1.

Shamir is optimal.
It seems Shamir’s scheme is optimal for everything. Any

drawback?
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@ Reed Solomon code over Fg: length at most q.

@ Hence S((C) can only be defined for n+ k < q.

@ So if we want to use n players for a computation over Fo,
then we need to use an extension field of [F».

Why would we care?
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Why does it matter?

@ Applications for two party crypto based on
MPC-in-the-head paradigm (IKOS08).
@ In IKOSO08, zero knowledge from MPC.
@ Roughly:
@ One party creates a virtual MPC protocol with a very large
number of parties n.
e The other party obtains t views and verifies they are
consistent.

e Large n: better soundness.
e Small g: smaller communication complexity.

MPC/LSSS used for 2PC tasks in many other papers later on,
e.g. HIKNO08, IPS09, IKOPSW11, CDD+15, CDD+16.
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Limitations for secret sharing over small fields

Unfortunately, there are limitations over small fields:
Theorem ( CX09)

IFS((C) is a LSSS over Fq with n players, t-privacy and
r-reconstruction, then

n+2
—t>
rt2 54

This implies that if there is 7-product reconstruction, then

n+2

r>2
r> l‘~|—2q_1

In particular t-strong multiplicativity implies
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Using random codes(CCG+07)

@ If Cis a random binary code of length n, and dimension
Rn, 0 < R < 1,then d(C),d(Ct) = Q(n) with high
probability.
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Using random codes(CCG+07)

@ If Cis a random binary code of length n, and dimension
Rn, 0 < R < 1,then d(C),d(Ct) = Q(n) with high
probability.

@ Hence S(C) (where k = ¢cn,0 < ¢ < 1) has Q(n)-privacy
and (n — Q(n))-reconstruction.
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Using random codes(CCG+07)

@ If Cis a random binary code of length n, and dimension
Rn, 0 < R < 1,then d(C),d(Ct) = Q(n) with high
probability.

@ Hence S(C) (where k = ¢cn,0 < ¢ < 1) has Q(n)-privacy
and (n — Q(n))-reconstruction.

@ What about multiplicative properties?
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Random codes are not good for strong multiplicativity

“Squares of random codes are too large”

Theorem ( CMZ15)

For a random linear code C, if (dim C)? > 2 - length(C) then,
Whp C*2 — Fl;ngth(C).

@ Thus in that case, there can be no multiplicativity.
@ On the other hand, if S®¥)(C) has t-privacy, then
dmC > t+1.

@ Hence random linear codes will whp not be t-strongly
multiplicative for t = ©(n).
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Asymptotically good strongly multiplicative LSSS

However, using AG codes, one can prove:

Theorem ( CCXO09)

For every finite field Fq, there exists a family {S(")(Cp)}, of
tn-strongly linear secret sharing schemes over IFq for n players,
where n — oo, Kn, t, = ©(n).

Built on results from CC06, who proved the result for some
finite fields (all with g square and g > 49).
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AG-secret sharing

Reed-Solomon Shamir
Eval. points a € Fq Rational places
inaff. FoverFq

Type of functions f e Fqg[X] feF

Function field over Fq: F =TF4(x, y), where ¢(y) = 0 for some
irreducible ¢ € Fq(x)[y].
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AG-secret sharing

Reed-Solomon Shamir
Eval. points aclFy Rational places
inaff FoverFq
Type of functions f e Fq[X] feF
Restrictions degf <t fe L(D)

Riemann-Roch space £(D): Restricts the positions and orders
of zeros and poles of functions f.
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AG-secret sharing

Reed-Solomon Shamir
Eval. points acFy Rational places
inaf.f. FoverFq
Type of functions feTFq[X] feF
Restrictions degf <t fe L(D)
Restriction products | deg(fg) < 2t fg € L(2D)
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AG-secret sharing

Reed-Solomon Shamir
Eval. points a € Fq Rational places
inaff. FoverFq
Type of functions f e Fqg[X] feF
Restrictions degf <t fe L(D)
Restriction products | deg(fg) < 2t fg € £(2D)

@ One can find function fields with as many rational places
as one wants, but

Ignacio Cascudo Secret sharing schemes with algebraic properties and...



AG-secret sharing

Reed-Solomon Shamir
Eval. points a € Fq Rational places
inaff. FoverFq
Type of functions f e Fqg[X] feF
Restrictions degf <t fe L(D)
Restriction products | deg(fg) < 2t fg € £(2D)

@ One can find function fields with as many rational places
as one wants, but

@ this number depends on the genus g of the function field.
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AG-secret sharing

Reed-Solomon Shamir
Eval. points a € Fq Rational places
inaff. FoverFq
Type of functions f e Fqg[X] feF
Restrictions degf <t fe L(D)
Restriction products | deg(fg) < 2t fg € £(2D)

@ One can find function fields with as many rational places
as one wants, but

@ this number depends on the genus g of the function field.

@ The genus “introduces a distorsion” in the interpolation
theorems, which gets larger as genus increases.
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AG-secret sharing cheatsheet

Suppose 3 function field F with N rational points and genus g,

\ Shamir \ Chen-Cramer

Privacy t t
Reconstruction t+1 29+ t+1
Product reconstruction | 2t + 1 49 + 2t + 1
Restrictions n<qg | n<N=0(9)
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AG-secret sharing cheatsheet

Suppose 3 function field F with N rational points and genus g,

\ Shamir \ Chen-Cramer

Privacy t t
Reconstruction t+1 29+ t+1
Product reconstruction | 2t + 1 49 + 2t + 1
Restrictions n<qg |n<N=0(g)

Theorem (Ihara, Garcia-Stichtenoth)

For every q, 3 family of £.f. with g — oo and
limsupg_,.. N/g := A(q) > 0. If g square, A(q) = /q — 1.
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Asymptotical consequences

This allows to show the result from CC06, namely:

Theorem (CCO06)

For every finite field Fq, q square and q > 49, there is a family
{Stka)(Cp)}n of ty-strongly LSSS over Ry for n players, where
n— OO, kn, tn = @(n)
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Asymptotical consequences

In order to show the result for every finite field, CCCX09 use
concatenation of codes, based on the following result:

Lemma ( CCX09)

If there is a t-strongly multiplicative LSSS for n players overF g,
then there is a t-strongly multiplicative LSSS for 3n players over
Fy.
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Other improvements ( CX11)

@ With much more involved arguments, one can obtain good
AG constructions (without concatenation) for any g > 8
(except possibly g = 11, 13).

@ The main technical problem is bounding the size of the
2-torsion subgroup of the divisor class group of F.
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An open problem

Drawbacks of AG schemes:

@ Complexity of construction of the codes (done
once-and-for-all, but very expensive).

@ Also, sharing and reconstruction complexity are O(n?)
while in Shamir, one can use FFT (O(nlog n)).

Is there a “more elementary asymptotic construction” of
Q(n)-strongly multiplicative LSSS over (e.g.) F»?
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