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Scheme is non-malleable with respect to family H if
h can be represented as a probabilistic combination
constant functions
identity function
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DeC>M'= M +1

@fl’h = Enc(1 + Dec(x))

h(Enc(M)) = Enc(1 4+ Dec(Enc(M))) = Enc(M + 1)

}NL . 1 can not be represented as combination
(QE) — & _I_ of constant functions and identity
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Split State Model

Brief reminder of the model:
Enc(m)=L, R

Manipulation functions (7,2) are any arbitrary
functions,

f,o are applied separately to L and R :
f
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Dec(L’,R)=m’
R é R



t-Split State Model




Game Based Definition




Game Based Definition

o D



Game Based Definition




Game Based Definition




Game Based Definition

- e
o I~




Game Based Definition

@ﬂ'} ******
v =




Game Based Definition




Game Based Definition




Game Based Definition




Game Based Definition

Adversary has to guess M



Strong NMC




Strong NMC

v o




Strong NMC




Strong NMC




Strong NMC




Strong NMC




Strong NMC




Strong NMC




Strong NMC




Strong NMC

same

M » - ‘Error

*same*

M ‘ - aError




Strong NMC

same

M ‘ - ‘Error

*same*

M ‘ - AError




Strong NMC




Strong NMC

e —
vep R = .




Super-Strong NMC

NMC Strong NMC

Super-Strong NMC




Super-Strong NMC

NMC Strong NMC

Super-Strong NMC

2d




Super-Strong NMC

Strong NMC

NMC

Super-Strong NMC




Super-Strong NMC

Strong NMC

NMC

Super-Strong NMC




Super-Strong NMC

Strong NMC

NMC

Super-Strong NMC




Super-Strong NMC

Strong NMC

NMC

Super-Strong NMC




Super-Strong NMC

Strong NMC

NMC

Super-Strong NMC

@"*same*
M ‘ - ‘Error

) W'




Super-Strong NMC

Strong NMC

NMC

Super-Strong NMC

@ﬂ,}*same*
M ‘ - ‘Error

) VI




Super-Strong NMC

Strong NMC

Super-Strong NMC
i e e

»

’
M ‘Error
>

NMC

M’



Super-Strong NMC

Strong NMC

N

Super-Strong NMC

e
@@ﬂ') T soner
- ‘—»«-

i *sa

»

M




[ADL'14]
lu.m.]
[CZ14]

[ADKO’15+
CZ'14]

Number of states

2

O
9
2

Codeword length

O(n")

n- length of message



[ADL'14]
lu.m.]
[CZ14]

[ADKO’15+
CZ'14]

Number of states

2

O
9
2

Codeword length

O(n?)
O(n)
O(n)

n- length of message



Known Results

Strong but not Super [CZ’14], [CGL 15]
Super but not Strong [ADL'14]

Easy to modify [CZ'14] and [CGL'15] to
be Super Strong

Super Strong [AKO'15]+[ADL 14]



Known Re

Strong but not Super [CZ’14], [CGL 15]
Super but not Strong [ADL'14]

Easy to modify [CZ'14] and [CGL'15] to
be Super Strong

Super Strong [AKO'15]+[ADL 14]



Known Re

Strong but not Super [CZ’14], [CGL 15]
Super but not Strong [ADL'14]

Easy to modify [CZ'14] and [CGL'15] to
be Super Strong

Super Strong [AKO’15]+[ADL 14]




Known Re

Strong but not Super [CZ’14], [CGL 15]
Super but not Strong [ADL'14]

Easy to modify [CZ'14] and [CGL'15] to
be Super Strong °0

Super Strong [AKO’ 15]+[ADL’1Q




Continuous NMC



Continuous NMC




Continuous NMC




Continuous NMC

@aﬂ @acﬂ @\ﬂ
o I I

4

U



Continuous NMC

@a\ﬂ @’Q\G@ @\C@

oo [ (N
-Same

-Error

-else he gets h(c)




Continuous NMC

P
o e e e
§ 3 3

-Same

c 2 questions:
-LIrror -can she reset tampering (non-persistent)
-else he gets h(c) -what happens when Error occurs

(self-destruct)
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Resetable is impossible in 2-state,

regardless of self-destruct -
FMNV14

pick Ly, L7, R such that:
Dec(L}, R') =1
Dec(Ly, R') = 0
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, if first bit is 1 R
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Adversary tries to guess M
Efrnc:re And should fail miserably..

-else he gets h(c)

Resetable, Self Destruct
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This Work

Continuously non malleable codes in the constant*
split state model, |T-secure

prior results known for persistent case, nothing for
non-persistent case

*. Right now approx t = 90 split states

Intermediate notion: One-Way Non-malleable codes
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Cont. One Way NMC

Simplification to make proofs manageable

Goal of adversary is to learn a high entropy secret,
not just distinguish

Makes experiment harder for the adversary, needs to
search message rather than just distinguish

Can be compiled into standard notion
(indistinguishability) at the expense of doubling the
number of states
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Adversary tries to guess M
-Same y &

Error ~ (M |Tamper 4) > large
-else he gets h(c)

Resetable, Self Destruct
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Two Source Extractors

[DKO13,ADL14]: Hadamard extractor is both strong
and flexible

t sufficiently large constant, X,S in Ft

Hoo(X)+ Hoo(S) > (t+ 1) log(|F|) + 21og(1/€)

then (X, (X, 8)) ~. (X,U)

(5,(X,5)) = (5,U)
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nmEext; Ft—> F

X1,..,X Independent, f,...,f, split state tampering
functions without fixed points

Hoo(X) >t -log(|X]) =46
(nmEzt(X),nmEzt(f(X))) ~. (U,nmExt(f(X)))

If f(X) has sufficiently high entropy, then nmExt(f(X))
IS uniformly random
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Construction of continuous OW
NMCs: Setting

F =F, large finite field, F" appropriate subfield of F
Independent states nonzero X,...,X;,Sq,...5; in F,

Dependent (redundant) states Wy,...,W, depending
deterministically on Xy,...,X,Sq,...,S;
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Construction of continuous OW
NMCs: Ideas

Make all leakage obtained by the adversary
guessable

Every query that reveals new information risks
death/abort

Learning with Penalty: If adversary wants to learn k
new bits, she must first correctly predict (say) k/2
unknown bits (otherwise abort)
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» Consider f = (f,...,f)) tampering X = (X4,...,X})

o Domain splitting [DKO1 3]

X' =dom f
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Domain Splitting

X, S are both t-state (dependent states not shown)

X
\ Id 1-1 lossy near-const
S

X s.t. nmExt(X) = 0||m

Id
S s.t. nmExt(S) = OkHr
11 e W1 = tre((X.S))
Way = (X, 5)
lossy
near-const eed extra gadget for

ear-const - near const

egime!
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Near Constant Regime
f(X) and g(S) have very low entropy

Critical regime in which the FMNV14 attack works:

adversary learns a single bit at a time (without risk
of abort)

Lesson from FMNV14: Need to introduce
redundancy into the codewords

Refer to this case as Learning-Case
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First Attempt: Single Hadamard

X S W2:<X7S>

FIX)  g(S)  h(Wy) = (f(X),g(S))

f(X) and g(S) have low entropy,
l.e. X and S uniform in near-const domains

I (F(X), 9(9)) | (x,59=t =e (f(X),9(5))

l holds even given independent leakage about X,S and <X,S>
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Even though <f(X),g(S)> is independent of <X,S>,
computing entropy of <f(X),g(S)> is tricky

Fix: Find extractors Extg,...,Ext,,, each with the
above property, such that Exty(X,S),...,Ext,(X,S)
together uniquely define X,S (Reconstruction
property)

Any split state adversary that can produce
Exty(f(X),g(S)),...,Ext,y(f(X),g(S)), can also produce

f(X),8(5)
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Wiio = Ext;(X,S) for i =0,...,2t, where

Eato(X,S) = (X, S)
FExt;(X,5) =(X,S4+¢;)=(X,8) + X; fori=1,...,¢t
Ea:tz(X,S) = <X—|—€Z,S> = <X,S> +S;fore=t+1,...,2¢t

Each Ext; are two source extractors (shift by e;) does
not change entropies of X and S

All the X, and S; can be recovered from the Ext(X,S)

Xz' — Eil?tz'(X, S) — ECEtQ(X, S)
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Actual Gadget

Adversary obtains only guessable leakage about X and

S, i.e. in order to learn f(X), g(S), adversary must first
guess f(X) and g(S) correctly

Once f and g are fixed, each h, must correctly predict
unique value Ext,(f(X),g(S)) without help

All together h, must correctly predict f(X) and g(S)

Basically, adversary can only verify its guesses about
X,S and causes abort if guess is incorrect

... did not talk about selective failure attacks
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From O-W Cont. NMC to
Cont.NMC

Black Box construction using two source extractor

Share padded message with Hadamard extractor
<M}, Mp> = Ok | | M
Encode each M1 and M2 with cont. OW-NM-code
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Wrap-up

New one-way notion for non-malleable codes, only
Impose bound on the information adversary learns

Dealing with “Learning Cases” requires redundancy in
the codewords

This restricts adversary to guessable leakage, i.e
adversary needs to correctly predict leakage to survive

Not shown: What amount is learned in between the cases

Feasibility result: What’s the minimum number of states
needed (> 2)



Thanks!



