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This	talk	– in	nutshell

Information-theoretic	
indistinguishability is	a	natural	
problem	in	cryptography

This	talk:

New	techniques
for	information-theoretic	
indistinguishability

Applications: analysis	of	
symmetric	cryptographic	
constructions

Based	on:	Viet	Tung	Hoang,	Stefano	Tessaro.	“Key-Alternating	Ciphers	and	Key-Length	
Extension:	Exact	Bounds	and	Multi-User	Security“.	CRYPTO	2016.

Pedagogical	component



Distinguishing	advantage

𝑭 𝑮

0/1 0/1

Adv𝑭,𝑮*+,- 𝑫 = Pr 𝑫𝑭 ⇒ 1 − Pr 𝑫𝑮 ⇒ 1

D D



Computational	
Indistinguishability ∀𝑫 w/	runtime	𝑇:	Adv𝑭,𝑮*+,- 𝑫 ≤ 𝜀

Two	examples	we	will	look	at:	PRF and	PRP security



Example:	Pseudorandom	functions	(PRFs)	

𝑭7 𝐑𝐅:,;

0/1 0/1

Adv𝑭
<=> 𝑫 = Pr 𝑫𝑭? ⇒ 1 − Pr 𝑫𝐑𝐅 ⇒ 1

D D

uniform	
secret	key

𝑭7: {0,1}:→ {0,1};

Randomly	
selected	
function
{0,1}:→
{0,1};

𝑋+ 𝑭7(𝑋+) 𝑋+ $



Pseudorandom	permutations	(PRPs)	

𝑬7 𝐑𝐏;

0/1 0/1

Adv𝑬
<=< 𝑫 = Pr 𝑫𝑬? ⇒ 1 − Pr 𝑫𝐑𝐏 ⇒ 1

D D

uniform	
secret	key

𝑬7: {0,1};→ {0,1}; Randomly	
selected	
permutation
{0,1};→ {0,1};

𝑋+ 𝑬7(𝑋+) 𝑋+ $

permutation	for	all	𝑘



Strong PRPs

𝑬7 𝐑𝐏;

0/1 0/1

Adv𝑭
±L<=< 𝑫 = Pr 𝑫𝑬? ⇒ 1 − Pr 𝑫𝐑𝐏 ⇒ 1

D D

Additionally	allow	for	
inverse	queries!

𝑌+ 𝑬𝒌L𝟏(𝑌+) 𝑌+ $



Computational	
Indistinguishability ∀𝑫 w/	runtime	𝑇:	Adv𝑭,𝑮*+,- 𝑫 ≤ 𝜀

This	talk:	Information-theoretic	indistinguishability

∀𝑫making	𝑞 queries:	Adv𝑭,𝑮*+,- 𝑫 ≤ 𝜀

Necessary	for	PRFs,	PRPs,	…	

Arises	(often)	for	two	specific	reasons:

1. Intermediate	step

2. Security	proof	in	ideal	model



Example	I	– Feistel Networks	[LR85]

Goal:	Build	a	PRP	from	a	PRF	𝑭

𝑟
ro
un

ds

𝑭
7R

𝑭
7S

𝑭
7𝒓

𝑹V

𝑹W

𝑹X

𝐑𝐏
comp IT

Technical	
core	of	
proof!

Dozens	of	papers	in	this	spirit,	analyzing	Feistel &	friends	[LR85,	
P90,	M92,	P97,	P98,	NR99,	MP03,	P04,	MOPS06,	MPS09,	HR10,	
HMP12,	RY13,	MR14,	…]	



Example	II	– Even-Mansour	[EM97]

𝐾0 𝐾1

Goal:	Build	block	cipher/PRP	from	an	(unkeyed)	permutation	𝜋

𝜋

Caveat: No	non-trivial	computational	
assumption	on	𝜋 yields	security!

Solution:	Assume	that	𝜋 is	randomly	chosen

𝜋𝐄𝐌 𝐑𝐏 𝜋~

𝑞 “online”	queries

𝐾0
𝐾1

𝑝 “off-line”	queries	
to	𝜋 or	𝜋	LV

Guarantees	
security	for	
generic	attacks	
treating	𝜋 as	
black	box𝑭 𝑮

Adv𝐄𝐌
±L<=< 𝑝, 𝑞



Focus	on	concrete	security

𝑭 𝑮

D D

Parameterize	distinguisher	through	#	of	queries	𝑞

Adv𝑭,𝑮*+,- 𝑞 = max
𝑫∈cd

Adv𝑭,𝑮*+,- 𝑫

Goal:	Determine	Adv𝑭,𝑮*+,- 𝑞 as	precisely	as	possible



But	concrete	analyses	are	not	easy	…	



Key-alternating	ciphers	aka	“iterated	Even-Mansour	cipher”

Abstraction	of	AES-structure,	introduced	by	Bogdanov et	al.	[BKLSST12]

𝐾0 𝐾1

𝜋V 𝜋W

𝐾2

𝜋=

𝐾𝑟

𝐾𝐴𝐶[𝑛, 𝑟]
𝑛

𝜀;,= 𝑝, 𝑞 = Advklm[;,=]
±L<=< 𝑝, 𝑞

#	queries	to	(random)	𝜋V,… , 𝜋= and	𝜋VLV, … , 𝜋=LV

#	queries	to	𝐾𝐴𝐶[𝑛, 𝑟] (and	
inverse)	w/	random	secret	keys Convention:	

𝑁 = 2;



Bounds	for	KACs	[For	simplicity,	assume	𝑝 = 𝑞]

Paper Bound Security	level

[EM97]	 𝑞W

𝑁
𝑁�

[BKLSST12]	
[S12]

4.3𝑞X𝑟
𝑁W + (𝑟 + 1)

𝑞
𝑁=/(=uV)

=
𝑁W/X

[LPS12] 2
2(2𝑞)

=
WuV

𝑁=

�

𝑁
=/W
=
WuV

[CS14] (6𝑞)=uV𝑟=uX

𝑁=

V/(=uW)

Ω(𝑁=/(=uV))

Dream	
bound

𝑞=uV

𝑁=
𝑁=/(=uV)

“Matching	
attack"

when	𝑟 is	constant

Question:	Can	we	improve	upper	bounds	to	match	the	
“dream	bound”?	And	does	it	matter?



Bounds	for	KACs	– Does	it	matter?

𝜀 𝑞, 𝑁 = (xy)z{R=z{|

}z

V/(=uW)
vs										𝛿(𝑞, 𝑁) = yz{R

}z

Asymptotic	tightness:	𝑞(𝑛) 	= 2
z

z{R;

e.g.	𝑁 = 2VW�,	𝑟 = 10, 𝑝	 = 	𝑞
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Our	result	– Achieving	the	“dream	bound”

Theorem.	[HT16] For	all 𝑝, 𝑞	 ≤ 	𝑁,

𝜀;,=(𝑝, 𝑞) ≤
y(x<)z

}z

The	rest	of	the	talk	will	show	how	the	choice	of	
techniques	affects	proving	such	a	result.



Interlude:	
IT	indistinguishability	proofs



Common	approach	– bad-event	analyses	[M02,BR06]

𝑭 𝑮

0/1 0/1

D D

Indicate	“bad	
event”	has	
occurred

Equivalent-until-bad: 𝑭	and	𝑮 behave	identically up	to	
bad	event	happening

Then: Adv𝑭,𝑮*+,- 𝑞 ≤ Pr	[bad	event	within	𝑞	queries]

[Maurer-Pietrzak-Renner	‘07]	show	that	bad-event-analyses	are	
“universal”,	but	bad-event	description	can	be	extremely	large.



Recent	revival	– Transcript-centric	approach

Interactions	define	transcripts	𝑭 𝑮

D D

𝑋+ 𝑌+ 𝑋+′ 𝑌+′
𝑇𝑭	 = ( 𝑋V, 𝑌V , … , 𝑋y, 𝑌y )

𝑇𝑮	 = ( 𝑋V′, 𝑌V′ , … , 𝑋y′, 𝑌y′ )

Fact.	Adv𝑭,𝑮*+,- 𝑫 ≤ 𝐒𝐃(𝑇𝑭, 𝑇𝑮)

𝐒𝐃 𝑇𝑭, 𝑇𝑮 =
1
2� Pr 𝑇𝑭 = 𝜏 − Pr	[𝑇𝑮 = 𝜏]

�

�



Describing	systems

𝑭
𝑋+ 𝑌+

𝑭 fully	described	by	interpolation	probabilities

𝑝𝑭	( 𝑋V, 𝑌V , … , 𝑋y, 𝑌y )

probability	𝑭 responds	𝑌V,	…,	𝑌y
when	queried	with	𝑋V,	…,	𝑋y

Examples:

𝑝𝑹𝑭�,� 𝑋V, 𝑌V , … , 	 𝑋y, 𝑌y =
1
2;y

𝑝𝑹𝑷� 𝑋V, 𝑌V , … , 	 𝑋y, 𝑌y =
1

2;(2; − 1)⋯ (2; − 𝑞 + 1)

𝑋V,	…,	𝑋y distinct		

𝑌V,	…,	𝑌y distinct		



Point-wise	proximity	[Pat98,Ber99,HT16]

Adv𝑭,𝑮*+,- 𝑫 ≤ 𝐒𝐃(𝑇𝑭, 𝑇𝑮) = � 𝑝𝑮 𝜏 − 𝑝𝑭 𝜏
�

�∈�{

Fact:	If 𝑫	deterministic:
1. Pr 𝑇𝑭 = 𝜏 = 0, 𝑝𝑭(𝜏)
2. Pr 𝑇𝑭 = 𝜏 = 𝑝𝑭 𝜏 > 0 iff 	Pr 𝑇𝑮 = 𝜏 = 𝑝𝑮(𝜏) > 0

Lemma.	If	𝑝𝑮 𝜏 − 𝑝𝑭 𝜏 ≤ 𝜀 𝑞 � 𝑝𝑮 𝜏 for	all	𝑞-query	𝜏,

Adv𝑭,𝑮*+,- 𝑫 ≤ 𝜀 𝑞

Τu = 𝜏: Pr 𝑇𝑮 = 𝜏 > Pr 𝑇𝑭 = 𝜏

Point-wise	
proximity



Switching	Lemma,	revisited

Lemma.	If	𝑝𝑮 𝜏 − 𝑝𝑭 𝜏 ≤ 𝜀 𝑞 � 𝑝𝑮 𝜏 for	all	𝑞-query	𝜏,

Adv𝑭,𝑮*+,- 𝑫 ≤ 𝜀 𝑞

𝑝𝑮 𝜏 − 𝑝𝑭 𝜏 =
1

𝑁 𝑁 − 1 ⋯ 𝑁 − 𝑞 + 1 −
1
𝑁y

= 𝑝𝑮 𝜏 1 −
𝑁(𝑁 − 1)⋯ (𝑁 − 𝑞 + 1)

𝑁y

= 𝑝𝑮 𝜏 � 𝑝����(𝑁, 𝑞)

𝑭 = RF;,; and	𝑮 = RP;

Fix	arbitrary	𝜏 = 𝑋V, 𝑌V , … , 	 𝑋y, 𝑌y w/	distinct	𝑋+’s	and	𝑌+ s



“H-coefficient	method”
Point-wise	proximity	not	always	applicable	[P98]

ℬ
𝒢

good	transcripts

Lemma.	Assume	∃ partition	of	
q-query	transcripts:
1. Pr	[𝑇𝑮 ∈ ℬ] ≤ 𝛿
2. 𝑝𝑮 𝜏 − 𝑝𝑭 𝜏 ≤ 𝜀 � 𝑝𝑮 𝜏
for	all	𝜏 ∈ 𝒢

Then:

Adv𝑭,𝑮*+,- 𝑫 ≤ 𝛿 + 𝜀

Method	largely	misunderstood	until	[Chen-Steinberger,	EC	’14].	
([Nandi,	INDOCRYPT	’06]		presented	a	similar	lemma.)

bad	transcripts



Key-alternating	
ciphers



Back	to	Key-Alternating	Ciphers

Theorem.	[HT16] For	all 𝑝, 𝑞	 ≤ 	𝑁,

𝜀;,=(𝑝, 𝑞) ≤
y(x<)z

}z

We	will	first	discuss	[CS14]’s	approach

𝐾0 𝐾1

𝜋V 𝜋W

𝐾2

𝜋=

𝐾𝑟

𝐾𝐴𝐶[𝑛, 𝑟]
𝑛



Transcripts

Distinguisher	can	perform:
• Online queries	to	𝐾𝐴𝐶[𝑛, 𝑟] /	𝐑𝐏;
• Offline queries	to	𝜋V, …𝜋=

Transcript:

𝜏 = +, 𝑋, 𝑌 , 3, −, 𝑢, 𝑣 , … , 1, +, 𝑢 , 𝑣  , …

Forward	online	query	
𝑋 returned	𝑌 Backward	offline	query	𝑣 to	

𝜋X returned	𝑢



Transcripts	as	an	undirected	graph

… … … … … …

𝜋V 𝜋W 𝜋X

𝜏 = +, 𝑋, 𝑌 , 3, −, 𝑢, 𝑣 , … , 1, +, 𝑢 , 𝑣  , …

𝑋

𝑢′
𝑣′ 𝑣𝑢 𝑌



Bad	transcripts

Wanted:	partition	into	Good and	Bad transcripts

𝜏 = +, 𝑋, 𝑌 , 3, −, 𝑢, 𝑣 , … , 1, +, 𝑢 , 𝑣  , … , 𝐾¦, 𝐾V, … , 𝐾=

Add	secret	keys	
to	transcript

In	the	real	world:	Keys	are	
given	to	adversary	after	it	stops	
making	queries	(will	not	hurt	
us!)

In	the	ideal	world:	Fresh	and	
random	independent	keys	
given	to	distinguisher



Transcripts	– Including	keys

… … … … … …
𝐾¦ 𝐾V 𝐾W 𝐾X𝜋V 𝜋W 𝜋X



A	lucky	case	– Real	world

… … … … … …

𝐾¦ 𝐾V 𝐾W 𝐾X𝜋V 𝜋W 𝜋X



A	lucky	case	– Ideal	world

… … … … … …

𝐾¦ 𝐾V 𝐾W 𝐾X𝜋V 𝜋W 𝜋X

Clearly	cannot	happen	in	the	real	
world:	Leads	to	easy	distinguishing!	

We	call	such	a	path	
a	chain



Good	and	bad	– First	attempt

We	say	𝜏 is	bad is	G(𝜏)	contains	a	chain

Lemma.	

Pr 𝑇+*§¨� ∈ 𝐵 ≤
𝑟 + 1 𝑞𝑝=

𝑁= ≤
𝑞(2𝑝)=

𝑁=

Probability	only	depends	on	
choice	of	keys,	and	bound	
holds	for	any	choice	of	the	
permutations



Key	problem

Show	that	for	all	good	transcripts	𝜏
<z(�)
<ª(�)

≥ 1 − 𝜀

for	some	𝜀



Good	ratios

Using	techniques	from	[CS14].	For	all	good	𝜏:

𝑝=(𝜏)
𝑝+(𝜏)

≥ 1 −� � 𝑅¨,­,7[𝜏] � � ®
𝑍(𝑖, 𝑗)

𝑁 − 𝑝² − 𝑞

�

(+,²)∈³

�

³∈´(¨,­)

�

¦µ¨¶­µ=

=

7·V

𝜎 = 𝑖¦, 𝑖V , 𝑖V, 𝑖W , … , 𝑖-LV, 𝑖- where	
𝑎 = 𝑖¦ < 𝑖V < ⋯ < 𝑖- = 𝑏

0/1	coefficients

#	of	paths	involving	𝜋+uV, … , 𝜋²

≤ 𝜀?



Good	and	bad	– [CS14]

𝜀 𝜏 = � � 𝑅¨,­,7[𝜏] � � ®
𝑍(𝑖, 𝑗)

𝑁 − 𝑝² − 𝑞

�

(+,²)∈³

�

³∈´(¨,­)

�

¦µ¨¶­µ=

=

7·V

One	expects	𝐄 𝑍(𝑖, 𝑗) = 𝑝+uV ⋯𝑝²/𝑁²L+LV

Goal:	Find	a	best	possible	upper	bound	𝜀	on	𝜀 𝜏 for	
good	transcripts	

Hypothetically:	𝑍 𝑖, 𝑗 = 𝑝+uV ⋯𝑝²/𝑁²L+LV,	then

𝜀 𝜏 = 𝑂(𝑞𝑝V ⋯𝑝=/𝑁=)



Good	or	bad	– Caveat

All	we	can	guarantee:	

Markov	inequality: 𝐏𝐫 𝑍 𝑖, 𝑗 > t	 � 𝐄 𝑍(𝑖, 𝑗) < 1/𝑡

CS14’s	idea: Add	such	transcripts	to	
set	of	bad	transcripts

Problem:	Need	to	find	smallest	possible	𝑡,	
creates	non-tight	bound



Our	approach	– Expectation	Method	[HT16]

Theorem.	Assume	∃ non-negative	function 𝜀 s.t.
𝑝𝑮 𝜏 − 𝑝𝑭 𝜏 ≤ 𝜀 𝜏 � 𝑝𝑮 𝜏

for	all	𝑞-query	𝜏.	Then,	
Adv𝑭,𝑮*+,- 𝑫 ≤ 𝐄 𝜀 𝑇𝑮

H-coefficient	method: Special	case	where

𝜀 𝜏 = ¿1 if	𝜏	is	bad
𝜀 if	𝜏	is	good



Applying	the	expectation	method

Let

𝜀 𝜏 = � � 𝑅¨,­,7[𝜏] � � ®
𝑍(𝑖, 𝑗)

𝑁 − 𝑝² − 𝑞

�

(+,²)∈³

�

³∈´(¨,­)

�

Vµ¨¶­µ=

=

7·V

𝜀 𝜏 = 1

Good	(i.e.,	w/o	chain)

Bad	(i.e.,	w/	chain)

Lemma.		𝐄 𝜀 𝑇Ã*§¨� ≤ y(x<)z

}z



Some	additional	non-trivial	facts

• Full-domain	queries	allowed
• We	show	point-wise	proximity



Information-
theoretic	
indistinguishability
and	reductions



Cryptographic	reductions

Often,	security	of	Application	1 can	be	reduced
to	security	of	Application	2

Successful	adversary	A for	
Application	1

Successful	adversary	B for	
Application	2

Not	always	
best	…



Solution	– Transcript	reductions

Adv.	A	for	
Problem	1

“Classical”	reduction

Issue: Exploits	a-priori defined	
quantities,	e.g.,	overall	#	queries	𝑞

Benefit: Can	exploit	a-posteriori
defined	quantities

Here:	Transcript	reductions

Adv.	B	for	
Problem	2

Reduction

Reduction Transcript	for	
Problem	2

Transcript	for	
Problem	1



Multi-user	security

𝜋𝐂 𝐑𝐏V 𝜋
𝐾1 𝐂

𝐾Å… 𝐑𝐏Å…

𝒖 users	with	
independent	keys

(overall)	𝑞 “online”	queries,

𝑝 “off-line”	queries

Distiguishing	adv.	≡	Adv𝐂
±L:ÅL<=< 𝑝, 𝑞

Lemma. Adv𝐂
±L:ÅL<=< 𝑝, 𝑞 ≤ 𝑢 � Adv𝐂

±L<=< 𝑝 + 𝑞𝑟, 𝑞

Can	be	substantial,	
up	to	𝑢 = 𝑞 possible!

e.g.,	
y<
}
⟹ yS(<uy)

}



Hybrid	Argument

Lemma. Adv𝐂
±L:ÅL<=< 𝑝, 𝑞 ≤ 𝑢 � Adv𝐂

±L<=< 𝑝 + 𝑞𝑟, 𝑞

𝐑𝐏V 𝜋𝐑𝐏Å…𝐑𝐏W

…

𝜋𝐂𝐾Å…𝐑𝐏V 𝐑𝐏W

𝑢
+
1
hy
br
id
s

≤ Adv𝐂
±L<=< 𝑝 + 𝑞𝑟, 𝑞

𝜋𝐂𝐾1 𝐂𝐾Å𝐂 …𝐾W

𝜋𝐂𝐾Å𝐂 …𝐑𝐏V
𝐾W

Up	to	𝑞 queries	to	
first	user

Need	to	simulate	
users	2, … , 𝑢



Improving	hybrid	argument

What	if	we	know	a-priori	bound	𝑞+ on	
queries	for	user	𝑖?	[in	particular:	𝑞 = ∑ 𝑞+�

+ ]

Lemma. Adv𝐂
±L:ÅL<=< 𝑝, 𝑞 ≤ 𝑢 � Adv𝐂

±L<=< 𝑝 + 𝑞𝑟, 𝑞

Lemma. Adv𝐂
±L:ÅL<=< 𝑝, 𝑞 ≤ ∑ Adv𝐂

±L<=<(𝑝 + 𝑞𝑟, 𝑞+)
y
+·V

Before:	
y<
}
⟹ yS(<uy)

}

Now:	
y<
}
⟹∑ yª(<uy)

}
y
+·V = y(<uy)

}



From	su to	mu	security	– generically

𝜋𝐂 𝐑𝐏V 𝜋
𝐾1 𝐂

𝐾Å… 𝐑𝐏Å…

Theorem.	[HT16]	If	for	all	𝜏 with	𝑞 online	and	𝑝	offline	queries,

𝑝𝐑𝐏,É(𝜏) − 𝑝𝐂Ê,É(𝜏) ≤ 𝜀(𝑝, 𝑞) � 𝑝𝐑𝐏,É(𝜏)

Then	for	all	𝜏 with	𝑞 online	and	𝑝	offline	queries,

𝑝𝐑𝐏Ë,É(𝜏) − 𝑝𝐂ÊË,É(𝜏) ≤ 2�𝜀(𝑝 + 𝑞𝑟, 𝑞+)
Å

+·V

� 𝑝𝐑𝐏Ë,É(𝜏)

Well	defined!Usually	≤ 𝜀(𝑝 + 𝑞𝑟, 𝑞)



Application	to	KACs

Corollary. Adv𝐊𝐀𝐂[;,=]
±L:ÅL<=< 𝑝, 𝑞 ≤ y x <uy=

z

}z

Example.	Even-Mansour

Adv𝐄𝐌
±L:ÅL<=< 𝑝, 𝑞 ≤

6𝑝𝑞 + 6𝑞W

𝑁
Direct	proof	given	by	
Mouha and	Luykx (CRYPTO	‘15)



Example	2	– Key-length	extension

𝑬

𝐾

𝑀 𝐶 𝐾 = 𝑘

Goal:	Give	block-cipher	construction	𝐂𝑬 with	security	
beyond	27 queries	(in	the	ideal-cipher	model)

[BR06,GM09,GT12,G13,L13,GLSST15,DSM?14…]

𝑀 = |𝐶| = 𝑛



XOR	Cascades	[GT12,G13,L13,GLSST15]

𝑊0 𝑊1 𝑊2 𝑊𝑟

𝑬 𝑬 𝑬
𝐾V 𝐾W 𝐾=

Dream	Theorem.

Adv𝐗𝐎𝐑𝐂[7,;,=]
±L<=< 𝑝, 𝑞 ≤ Adv𝐊𝐀𝐂 ;,=

±L<=< 𝑝𝑟
27 , 𝑞 +

𝑟W

27

≤
𝑞𝑝=

2 ;u7 = +
𝑟W

27

Expected	number	of	
relevant	queries

No	collision	
across	keys



XOR	Cascades	– Our	result	vs	prior	work

Theorem.	[GLSST15]

Adv𝐗𝐎𝐑𝐂
±L<=< 𝑝, 𝑞 ≤ Adv𝐊𝐀𝐂

±L<=< 𝑡
𝑝
27 , 𝑞 +

1
𝑡 +

𝑟W

27

Corollary. Adv𝐗𝐎𝐑𝐂
±L<=< 𝑝, 𝑞 ≤ 2 y(x<)z

Wz(�{?)

R
z{R + =S

W?

Markov	
inequality

We	show: Adv𝐗𝐎𝐑𝐂
±L<=< 𝑝, 𝑞 ≤ y(x<)z

Wz(�{?) +
=S

W?

Reduction	to	proximity	of	KACs	exploits	
knowledge	of	exact	number	of	relevant	queries	
included	in	the	transcript!



Concluding	remarks

What	you	have	seen:	A	mixed	bag	of	problems	
related	to	key-alternating	ciphers.

Common	denominator:	New	techniques	for	
quantitative	study	of	computational	
indistinguishability	aiming	tightness.

Open	problem:	Find	further	applications



Thank	you!


